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NO.1 Examine the output of the 'diagnose ips anomaly list' command shown in the exhibit; then
answer the question below.

 

Which IP addresses are included in the output of this command?
A. Those whose traffic was detected as an anomaly by an IPS sensor.
B. Those whose traffic matches a DoS policy.
C. Those whose traffic exceeded a threshold of a matching DoS policy.
D. Those whose traffic matches an IPS sensor.
Answer: B

NO.2 Examine the following routing table and BGP configuration; then answer the question below.

 

TheBGP connection is up, but the local peer is NOT advertising the prefix 192.168.1.0/24. Which
configuration change will make the local peer advertise this prefix?
A. Enable the setting ebgp-multipath.
B. Enable the redistribution of static routers into BGP.
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C. Disable the setting network-import-check.
D. Enable the redistribution of connected routers into BGP.
Answer: C

NO.3 Which configuration can be used to reduce the number of BGP sessions in an IBGP network?
A. Neighbor range
B. Next-hop-self
C. Neighbor group
D. Route reflector
Answer: D

NO.4 View the exhibit, which contains a session entry, and then answer the question below.

Which statement is correct regarding this session?
A. It is an ICMP session from 10.1.10.10 to 10.200.1.1.
B. It is an ICMP session from 10.1.10.10 to 10.200.5.1.
C. It is a TCP session in CLOSE_WAIT state from 10.1.10.10 to 10.200.1.1.
D. It is a TCP session in ESTABLISHED state from 10.1.10.10 to 10.200.5.1.
Answer: A

NO.5 An administrator wants to capture ESP traffic between two FortiGates using the built-in sniffer.
If the administrator knows that there is no NAT device located between both FortiGates, what
command should the administrator execute?
A. diagnose sniffer packet any 'udp port 4500'
B. diagnose sniffer packet any 'esp'
C. diagnose sniffer packet any 'udp port 500 or udp port 4500'
D. diagnose sniffer packet any 'udp port 500'
Answer: B

NO.6 Examine the output of the 'get router info ospf interface' command shown in the exhibit; then
answer the question below.
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Which statements are true regarding the above output? (Choose two.)
A. The local FortiGate has been elected as the OSPF backup designated router.
B. There are at least 5 OSPF routers connected to the port4 network.
C. Two OSPF routers are down in the port4 network.
D. The port4 interface is connected to the OSPF backbone area.
Answer: C,D

NO.7 Examine the following partial outputs from two routing debug commands; then answer the
question below:

 

Why the default route using port2 is not displayed in the output of the second command?
A. It has a higher distance than the default route using port1.
B. It has a lower priority than the default route using port1.
C. It is disabled in the FortiGate configuration.
D. It has a higher priority than the default route using port1.
Answer: B

NO.8 Which of the following statements are true about FortiManager when it is deployed as a local
FDS? (Choose two.)
A. Supports rating requests from both managed and unmanaged devices.
B. Caches available firmware updates for unmanaged devices.
C. Provides VM license validation services.
D. Can be configured as an update server, or a rating server, but not both.
Answer: B,C
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